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Abstract

Due to the growing complexity of information systems and the increasing prevalence and sophistication of threats, security man-
agement has become an enormously challenging task. To identify suspicious activities, security analysts need to monitor their
systems constantly, which involves coping with high volumes of heterogeneous log data from various sources. Processes to aggre-
gate these disparate logs and trigger alerts when particular events occur are often automated today. However, these methods are
typically based on regular expressions and statistical correlations and do not involve any interpretation of the context in which an
event occurred and do not allow for inference or sophisticated rules. Inspection and in-depth analysis of log information to link
events from various sources (e.g., firewall, syslog, web server log, database log) and establish causal chains has therefore largely
remained a tedious manual search process that scales poorly with a growing number of heterogeneous log sources, log volumes,
and the increasing complexity of attacks.

In this paper, we make the case for a semantic approach to tackle these challenges. By lifting raw log data and modeling their
context, events can be linked to rich background knowledge, integrated based on causal relations, and interpreted in a context-
specific manner. This builds a foundation for more comprehensive extraction of the meaning of events from unstructured log
messages. Based on the results, we envision a platform to partly automate security monitoring and support analysts in coping with
fast evolving threat landscapes, alleviate alert fatigue, improve situational awareness, and expedite incidence response.
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1. Introduction

According to industry analyses, today’s ICT systems are threatened on an unprecedented scale by increasingly sophis-
ticated and targeted attacks [31, 15]. This has resulted in a series of widely publicized data breach cases [16] associated
with enormous economic costs [11]. A key issue in this context is the lack of awareness about sophisticated multi-
vector attacks, which are typically difficult to detect automatically using standard intrusion detection methods. This
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slow detection and limited understanding of the scope of security incidents severely inhibits organizations’ ability to
react adequately and take timely measures to mitigate and contain their impact. According to an industry survey, 59%
of companies do not have adequate intelligence or are unsure about attempted attacks and their impact. Furthermore,
51% say their security solutions do not inform them or they are unsure if their solution can inform them about the root
causes of an attack. [25]

These difficulties are not necessarily caused by a lack of data, as most hard- and software components provide
comprehensive logging facilities that produce fine-grained and high-frequency information about their state and about
observed events. Consequently, organizations’ failure to detect and respond to security incidents is not caused by a
lack of clues that point to attacks, but by the rapid growth of log data and the manual analysis, which is becoming less
and less feasible.

Apart from sheer volume, this is further complicated by the fact that these logs are typically weakly structured,
use a variety of inconsistent formats and terminologies, and are spread across different files and disparate systems.
To detect sophisticated multi-vector attacks, it is necessary to identify related events and connect them to create a
complete picture for the identification of malicious activity. Isolated indicators are often inconspicuous in their local
context and it is therefore necessary to harmonize and integrate disparate log information to obtain a complete picture.
Furthermore, the interpretation of log information is highly context-specific, which makes it difficult for monitoring
applications to identify relevant information without a deeper understanding of their context. Manual log analysis by
human experts as a last resort does not scale in this context and there is a lack of automated mechanisms to integrate
and interpret security information. Consequently, security analysts struggle to cope with the enormous volume of raw
log data, to extract insights from these heterogeneous sources, and to identify and respond to increasingly complex
attacks.

In this paper, we make the case for a semantic approach towards security analysis. This approach has the potential to
reconcile today’s highly fragmented log information landscape by extracting and interlinking relevant security infor-
mation, facilitating automated inference, and providing security analysts with an integrated perspective that promotes
understanding and improves situational awareness.

To this end, we develop a set of vocabularies for the uniform representation of log events and discuss how a solid
conceptual foundation facilitates linking of disparate log information, extraction of relevant events, contextualization,
and enrichment with background knowledge. Furthermore, we describe an architecture for semantic log processing
that provides integrated access to log information via various interfaces. This creates a foundation for semantic security
monitoring, incidence response, and forensic applications. In particular, the proposed approach will enable context-
aware decision support and thereby overcome the limited scope and lack of interpretation capabilities of current
security monitoring and response technologies such as virus scanners, intrusion detection systems (IDSs), and security
incident and event management (SIEM) systems. Furthermore, the developed vocabularies provide a foundation for
sharing threat intelligence across organizations.

The remainder of this paper is structured as follows: Section 2 introduces the wider context of the SEPSES semantic
log analysis architecture (Section 2.1) and then specifically focuses on log extraction (Section 2.2) and vocabularies
(Section 2.3); Section 3 discusses results from our prototypical implementation and illustrates how the approach
addresses current challenges in security monitoring; Section 4 provides an overview of related work within industry
and academia; Section 5 closes with conclusions and an outlook on future work.

2. Semantic security log analysis

The log extraction approach introduced in this paper constitutes the core of a larger semantic log analysis framework
called SEPSES1, which will provide a platform for semantic security monitoring, auditing, and forensics.

2.1. SEPSES Architecture

The SEPSES architecture is designed to facilitate scalable semantic processing, integration, aggregation, and interpre-
tation of heterogeneous logs in highly diverse environments. Its main components are illustrated in Figure 1.

1 Semantic Processing of Security Event Streams
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Fig. 1: Semantic log extraction architecture

In order to provide an integrated perspective on all relevant security information and enable semantic processing,
it is first necessary to collect log data from a multitude of log sources (e.g., system logs, network logs, application
logs, etc.) in different formats. A wide range of tools to acquire and store log information locally exists, but to provide
an integrated perspective it is necessary to transfer local log information to a central repository and harmonize the
heterogeneous log data. This typically involves local log agents (installed on local machines) which harvest log infor-
mation from various sources and ship them to extractor components. This approach is flexible and allows for scalable
log extraction at an appropriate level of centralization. The options range from fully decentralized extraction on the
local machines, to fully centralized and load-balanced extraction on servers.

In our architecture, the log extractor components then transform the raw log data, received from multiple sources
in various formats, into JSON-LD [13], a lightweight Linked Data format. Because most modern log management
systems use JSON to encode and transport log messages, a key advantage of this approach is that JSON-LD annota-
tions can be added easily in an efficient and scalable manner in order to make the data interoperable at web scale. This
transformation from raw log data into an integrated JSON-LD log stream applies a set of well-specified log vocabular-
ies and thereby solves syntactic interoperability challenges and – through alignment of formats and scales – creates a
minimum level of semantic interoperability (cf. Section 2.2). To this end, the log extractors make use of a modular log
vocabulary stack – described in Section 2.3 – that consists of slog:core, a foundation that provides basic terms to
describe log messages irrespective of their source, and specialized vocabularies that extend the core vocabulary with
log source-specific terms.

The harmonized stream of RDFized log messages in JSON-LD format is then forwarded to event extraction
pipelines, which apply a sequence of enrichment, alignment, reconciliation, and integration steps to extract an in-
terpretation of the meaning contained within the log messages2. These pipelines can combine a variety of information
extraction techniques (e.g., named entity recognition, classifiers, and hand-written regular expressions) with inference,
linking, and rule-based approaches. In summary, extraction pipelines link incoming log messages to rich background
knowledge and obtain context-sensitive, machine-readable interpretations of security-related events.

Subsequently, extracted log events are sent to the event integration component, which establishes links between
related events, irrespective of their original log source (e.g., combining the traces of a remote login event from the

2 Out of the scope of the present paper



112 Andreas Ekelhart  et al. / Procedia Computer Science 137 (2018) 109–119
4 A. Ekelhart et al. / Procedia Computer Science 00 (2018) 000–000

client, the server, and the firewall) and thereby establishes causal relations between isolated low-level events and
integrates them into high-level events. For instance, a single high-level login event can be associated with multiple
low-level events, i.e., a series of syslog events, authentication events, firewall events, etc. This step can be supported
by statistical, learning-based, and (stream) reasoning-based event integration approaches.

Finally, the integrated event stream can be monitored with RDF stream processing techniques and forwarded to an
RDF log archive, i.e., a triple store, for later analysis. The prepared log data can be made available for log auditing,
analysis, and forensic applications via various interfaces. These interfaces, including APIs, SPARQL, and Linked Data
Fragments (LDF) interfaces, constitute the data access layer of the architecture. One option for (near) real-time log
monitoring by applications is to register continuous SPARQL queries.

In the following section, we focus specifically on the log extraction of the proposed architecture.

2.2. Log extraction

In our prototypical implementation, we use Logstash [32], an open source tool for collecting and parsing logs, as
log extraction component. Furthermore, we use Filebeat to ship raw log data from remote agents installed on local
systems to the log extractor.

To inject JSON-LD annotations into the JSON log stream, we configured Logstash with custom filters that re-
structure the data to conform to the SEPSES log vocabularies (Section 2.3) and add appropriate @context and @id

annotations to yield valid JSON-LD output. A key benefit of this approach over plugin based configuration, hard-
coded extraction or the use of generic RDF mapping tools (e.g., RML [7]) is that it can perform initial lifting from
many sources in a flexible and scalable manner using tools that are optimized for large-scale, high-throughput log
processing. Furthermore, it permits (near) real-time extraction and usage of the lifted log streams in stream processing
scenarios.

The log vocabularies and JSON-LD format provide a well-defined interface that makes it possible to exchange the
log extraction component (i.e., Logstash in our implementation) or combine it with other extraction tools, provided
they can be adapted to produce JSON-LD output.

Whereas the interpretation of the log messages will be handled in the event extraction phase, the log extraction
process does perform preliminary harmonization steps and results in an integrated, uniform representation of log
streams. For instance, log parsing and transformation already harmonizes heterogeneous time stamp formats and
represents them uniformly as xsd:dataTime properties.

Furthermore, the model of the RDF log streams is structured in a way that provides ”attachment points” for subse-
quent enrichment, alignment, entity reconciliation, and linking of the log information to background knowledge in the
event extraction and integration phases. These attachment points are modeled as auxiliary nodes that have a number
of literal properties and a randomly generated identifier (UUID). These nodes are subsequently used for alignment
(e.g., harmonizing severity levels in logs from different operating systems and hence different severity scales), entity
reconciliation, and linking to background knowledge (e.g., link hosts that appear in a log stream to system background
knowledge, irrespective of whether they are identified by IP, hostname, MAC address, etc.). In the event extraction
and integration phase, the literal properties of these nodes will be used to identify the associated concepts and create
owl:sameAs links between them.

2.3. Log vocabularies

The event extraction approach introduced in this paper transforms raw log events into a uniform RDF representation.
This necessitates appropriate vocabularies to express the heterogeneous log information. As a foundation of all log
vocabularies, the core3 vocabulary provides basic concepts common for all log messages produced by a log extractor,
most importantly the LogEntry class that represents a single generic log entry, as well as the Host and Logtype classes.
The corelog vocabulary also defines several properties, i.e., hostName, ipAddress with sub-properties ip4Address and
ip6Address, timestamp, logMessage, and logFilePath.

3 https://purl.org/sepses/vocab/log/coreLog, recommended prefix: scl
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Fig. 2: Log vocabularies

A key principle in the design of our conceptual models is modularity, i.e., we organize the concepts into special-
ized vocabularies that can be mixed and matched, which is key to tackle log heterogeneity. This is achieved with
log source-specific vocabularies that extend the LogEntry class with more specific subclasses. In our example illus-
trated in Figure 2, we use ApacheLogEntry provided by the apacheLog4 vocabulary for Apache web server logs and
sysLogEntry provided by syslog5 vocabulary for Unix system logs.

In the design of these vocabularies, we aim to reuse existing vocabularies wherever possible. For instance, we reuse
the existing StatusCode and Method concepts from the http6 vocabulary for ResponseType and RequestVerb,
respectively.

3. Implementation and preliminary results

To validate our approach w.r.t. current security monitoring challenges, we implemented the acquisition and extraction
components (cf. Section 2.1) using Logstash as a platform for event collection and processing as well as our log
vocabularies and system ontologies. We then set up a test system in a virtual machine that ran an Apache web server.
From this machine, we acquired syslog and Apache log data using Filebeat and set up a custom Logstash configuration
that transforms the log stream into semantically explicit JSON-LD (cf. Section 2.2). In the following, we briefly
discuss current major challenges in security monitoring and illustrate with minimalist examples how our semantic log
processing approach can help to tackle them.

4 https://purl.org/sepses/vocab/log/apacheLog, recommended prefix: apacheLog
5 https://purl.org/sepses/vocab/log/sysLog, recommended prefix: syslog
6 http://www.w3.org/2011/http
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Apr 9 09:37:47 kabul-VirtualBox systemd[1]: Mounted Huge Pages File System.

Fig. 3: Original raw log message

Volume. The ever-growing volume of data relevant for security analyses poses a significant challenge – hard- and
software components produce fine-grained and high-frequency log data. Whereas our approach does not reduce the
amount of generated log data itself, it has the potential to reduce the data a security analyst must consider and inspect
(e.g., by harmonizing logs, filtering noise, and aggregating events). Furthermore, the semantic integration provides a
foundation for powerful semantic querying that can, for instance, use inference for generalizations or apply context in
the automatic interpretation of events. This makes it easier to cope with large amounts of data and we expect that this
approach will be vastly more efficient than manual auditing and more effective than simpler log correlation approaches
that tend to produce a lot of false positives and thereby sometimes contribute rather than solve the problem of data
volume.

Heterogeneity. Logging data is typically highly verbose, redundant, incoherent, and poorly structured. Our current
solution approach tackles this challenge on multiple levels. In particular, it (i) resolves syntactic heterogeneity (e.g.,
varying time stamp formats in different logs) by lifting raw log data and describing it with a rich semantic log vo-
cabulary; (ii) performs entity resolution to uniquely identify entities even in heterogeneous log sources with varying
identifiers (e.g., IP addresses vs host names, different user names in different applications, etc.); (iii) tackles semantic
heterogeneity (e.g., varying severity scales of different log standards) and offer mappings for an aligned representation;
(iv) enables generalization (e.g., Apache and IIS are both web servers).

Figure 3 demonstrates an excerpt of the collected log data in original raw format and Listing 1 shows the JSON-LD
output produced by the implemented log extractor.

Listing 1: Example log message transformed into JSON-LD

{
” @context ” : ” h t t p : / / s e p s e s . i f s . t uw ien . ac . a t / c o n t e x t s / s y s l o g . j s o n l d ” ,
” logMessage ” : ” Apr 9 0 9 : 3 7 : 4 7 kabul −V i r t u a l B o x sys temd [ 1 ] : Mounted Huge Pages F i l e System . ” ,
” t imes t amp ”:”2018−04−09 T07 : 3 7 : 4 7 . 0 0 0 Z” ,
” h a s P r o c e s s I d ” : ” 1 ” ,
” h a s S e v e r i t y ” : {

” s e v e r i t y N a m e ” : ” n o t i c e ” ,
” s e v e r i t y C o d e ” : ” 5 ”

} ,
” @type ” : ” h t t p : / / p u r l . o rg / s e p s e s / vocab / l o g / sysLog # SysLogEntry ” ,
” hasLogType ” : ” h t t p : / / example . o rg / sys tem # s y s l o g ” ,
”@id ” : ” h t t p : / / example . o rg / l o g E n t r y # l o g E n t r y −ca1c3894 −114 f −432d−befd−abca46258e85 ” ,
” hasProgram ” : {

” programName ” : ” sys temd ”
} ,
” l o g F i l e P a t h ” : ” / v a r / l o g / s y s l o g ” ,
” h a s F a c i l i t y ” : {

” f a c i l i t y C o d e ” : ” 1 ” ,
” f a c i l i t y N a m e ” : ” use r − l e v e l ”

} ,
” i n p u t ” : {

” t y p e ” : ” l o g ”
} ,
” o r i g i n a t e s F r o m ” : {

” hostName ” : ” kabul −V i r t u a l B o x ”
}

}

The SPARQL query in Listing 2 demonstrates entity resolution by querying for log events from any host within
the defined timeframe.
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Listing 2: Query 1

p r e f i x owl : < h t t p : / /www. w3 . org / 2 0 0 2 / 0 7 / owl#>
p r e f i x xsd : < h t t p : / /www. w3 . org / 2 0 0 1 /XMLSchema#>
p r e f i x s c l : < h t t p : / / p u r l . o rg / s e p s e s / vocab / l o g / coreLog#>
p r e f i x s y s b g : < h t t p : / / p u r l . o rg / s e p s e s / bg / sys tem #>

SELECT ? t i me ? logType ? hostName ? i p A d d r e s s ? hos tType ? message
WHERE { ? l o g E n t r y a s c l : LogEntry ;

s c l : o r i g i n a t e s F r o m ? h o s t ;
s c l : hasLogType ? logType ;
s c l : logMessage ? message ;
s c l : t imes t amp ? t ime .

? h o s t s y s b g : hos tType ? hos tType ;
s c l : hostName ? hostName ;
s c l : i p A d d r e s s ? i p A d d r e s s .

FILTER ( ? t ime > ”2018−04−09T07 : 2 9 : 0 0+ 0 0 : 0 0 ” ˆ ˆ xsd : da teTime &&
? t ime <”2018−04−09T07 : 3 4 : 0 0+ 0 0 : 0 0 ” ˆ ˆ xsd : da teTime ) }

Table 1: Result Query 1

time (xsd:dateTime) logType hostName ipAddress hostType message
2018-04-09T07:29:15+00:00 scl:syslog kabul-VirtualBox 192.168.0.164 DatabaseServer ”org.debian.apt[683]: . . . ”
2018-04-09T07:31:45+00:00 scl:apache linux-Machine 192.145.0.124 WebServer ”GET /presentations/ ”
2018-04-09T07:31:45+00:00 scl:apache linux-Machine 192.145.0.124 WebServer ”GET /presentations/ . . . ”
2018-04-09T07:31:45+00:00 scl:syslog kabul-VirtualBox 192.168.0.164 DatabaseServer ”systemd-tmpfiles[3572]: . . . ”
2018-04-09T07:31:45+00:00 scl:syslog kabul-VirtualBox 192.168.0.164 DatabaseServer ”systemd[1]: Started . . . ”

As the result excerpt in Table 1 shows, all events have a host name and IP address. This information comes from
the background knowledge, by linking the host node from the log stream (owl:sameAs) to the host entity defined
in the background knowledge as shown in Figure 4. Silk [33], an open source framework for integrating heteroge-
neous data sources, is an option to reach this goal. Listing 3 shows an owl:sameAs rule (LinkageRule) with a
levenshteinDistance comparison to introduce a link if the host names match.

Listing 3: Silk owl:sameAs LinkageRule

<LinkageRule l i n k T y p e=”owl : sameAs”>
<Compare i d=” l e v e n s h t e i n D i s t a n c e 1 ” r e q u i r e d =” f a l s e ” w e i gh t =”1” m e t r i c=” l e v e n s h t e i n D i s t a n c e ”

t h r e s h o l d =”0 .0” i n d e x i n g=” t r u e ”>
<T r a n s f o r m I n p u t i d=” lowerCase1 ” f u n c t i o n =” lowerCase ”>
< I n p u t i d=” s o u r c e P a t h 1 ” p a t h =” / s y s l o g : hostName ” />

</ T r a n s f o r m I n p u t >
<T r a n s f o r m I n p u t i d=” lowerCase2 ” f u n c t i o n =” lowerCase ”>
< I n p u t i d=” t a r g e t P a t h 1 ” p a t h =” / bgk : hostName ” />

</ T r a n s f o r m I n p u t >
<Param name=” minChar ” v a l u e =”0”/><Param name=”maxChar ” v a l u e=”z ” />

</Compare>
</LinkageRule >

The host type is also defined in the background knowledge and could be automatically determined based on the
software running on the host.

Integration. In the course of monitoring events to identify activities relevant from a security perspective, it is often
necessary to correlate isolated indicators from various log sources, hence, an integrated view is required. Our solution
combines different log sources into a single log stream with a uniform core and using appropriate vocabularies for
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...e.org/sepses#021c074f-e292-41b9-b7c1-3f777a042884

Fig. 4: sameAs linking between an auxiliary node from the log stream and a host entity from background knowledge

Listing 4: Query 2

p r e f i x r d f s : < h t t p : / /www. w3 . org / 2 0 0 0 / 0 1 / r d f −schema#>
p r e f i x s c l : < h t t p : / / p u r l . o rg / s e p s e s / vocab / coreLog#>
p r e f i x s y s l o g : < h t t p : / / p u r l . o rg / s e p s e s / vocab / l o g / sysLog#>
p r e f i x cve : < h t t p : / / p u r l . o rg / s e p s e s / vocab / cve#>

SELECT ? programName ?CVE ? CVE Desc
WHERE { ? l o g E n t r y a s c l : LogEntry ;

s c l : o r i g i n a t e s F r o m ? h o s t ;
s y s l o g : hasProgram ? program .
? program cve : h a s V u l n e r a b i l i t y ?CVE;

s y s l o g : programName ? programName .
?CVE cve : cveDesc ? CVE Desc .
? h o s t s c l : hostName ” kabul −V i r t u a l B o x ” ˆ ˆ r d f s : L i t e r a l }

each log source. Whereas standard SIEM systems also provide some level of integrated access, our approach makes
log data machine-readable and semantically integrate-able from the beginning rather than collecting raw log data and
integrating it at query time. The query results in Table 1 already illustrate this by combining two disparate log sources
(syslog and apache) and providing integrated results.

Context. Security-related events are typically highly context-specific and hence, their interpretation requires extensive
background knowledge. In our approach, we dynamically link rich background knowledge to the extracted log events
and their associated entities, respectively.

Listing 4 demonstrates how vulnerability information from Common Vulnerabilities and Exposures (CVE) [20]
can be linked to affected servers. Based on the background knowledge on installed software (organization-specific
system knowledge) and CVE definitions mapped to software versions, an analyst could ask for all vulnerabilities on a
specific host.7 Naturally, any other background knowledge can be linked and queried in a similar fashion.

Automation. Manual inspection of each log event is generally infeasible due to the vast amount of log data. Therefore,
security analysts typically rely on reactive measures, such as alarms triggered by simple rules and subsequent analysis

7 The integration of formally modeled vulnerability information will be an interesting area for future work
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of potential causes. Our approach aims to reduce the burden on analysts by harmonizing various log sources and
facilitating highly expressive semantic queries. Based on the log vocabularies introduced in this paper, we plan to
develop methods for automated log interpretation and causal linking of events in the future.

4. Related Work

Despite various initiatives to define common logging standards, a variety of log sources, inconsistent log times-
tamps and content, and inconsistent log formats [12] remain a challenge to this day. In the following, we partition
related work into industrial practice, log vocabularies, and approaches focused on semantic log analysis.

Industry. A variety of logging systems are in production use today, such as operating system logs (e.g., syslogd [6]
and Windows Event Logs [17]), web server logs (e.g., Extended Log File Format [9], NGINX logging [22], W3C
Extended log file format [2]), database logs, firewall logs, etc. To collect and manage log messages from multiple
sources, a variety of services have emerged, including Splunk [29], Papertrail [24], Librato [14], and Logstash [32],
but they do not strive for semantic integration. Key-value based log formats, such as LOGFMT [28] have become
a common approach to format log data. To extract information from raw textual log data, regular expressions are a
widely used option.

Log vocabularies. An early initiative to standardize heterogeneous vocabularies to express electronic systems’ events
in a uniform, device-independent manner is Common Event Expression (CEE), which was driven by MITRE [19].
CEE distinguishes the taxonomy (semantic event type), the log syntax (instance data), and the log transport com-
ponent for exchange. In 2014, however, MITRE stopped all work on CEE due to discontinued funding of the U.S.
Government.

Heterogeneous log file formats have been identified as a serious impediment to the effectiveness of security controls
and intrusion detection systems [26]. In the same paper, the authors discuss disadvantages of existing common log
formats for normalization of security events and propose a new, extensible log format that is specifically designed for
intrusion detection purposes.

In another work that aims to apply semantics to log information [21], the authors focus on web application firewalls
and introduce ontologies to avoid ambiguities and vagueness. They take a first step and propose OntoSeg, an ontology
to model web application firewall logs. The ontology was built in Protégé by inspecting actual log files and identifying
major classes and their relationships manually. Compared to our approach, their scope is rather narrow and focused
on ontology engineering rather than large-scale RDF processing.

Another ontology-driven approach based on the well-known java logging utility log4j [1] is RLOG [10]. It covers
the basic classes for application logging, such as Log Entry, Log Level, Status Code and the fundamental properties,
like Logging message and Logging date. In summary, this ontology comprises some basic concepts, but provides far
less than the expressiveness we require. Another ontology, with more depth is the OpenLink Logging Ontology [23].
It uses FOAF, Dublin Core and OWL 2. The SPECIAL Policy Log Vocabulary (Splog) [3] offers a vocabulary for log
data that models processing and sharing events that should comply with a given consent provided by a data subject.
Due to its specific purpose for consent checking, it does not cover the necessary elements to model common log
sources. The log provenance concepts from this vocabulary could be a useful future extension for our approach.

Semantic log analysis. An early approach towards semantic modeling of the logging domain was developed in the
context of computer forensics [4, 27]. The authors argue that context information, such as environmental data and
configuration information, is vital in forensic analyses. Their overall goal is to develop a general solution (FORE -
”Forensics of Rich Events”) to facilitate human understanding and automated inference. To this end, they define an
OWL ontology that captures event information and allows for generalization and composition (e.g., DownloadExe-
cutionEvent, which is composed of a FileReceiveEvent and an ExecutionEvent). The authors develop a custom rule
language, based on F-Logic, to express correlation rules. An event browser provides the interface to investigate events
and explore detected causalities.

Although FORE aims for a similar goal as our approach (i.e., semantic log analysis), a key difference is its strong
focus on forensics. This is reflected in more heavyweight ontology engineering approaches and their choice of tech-
nologies. Our approach is grounded in more recently developed Linked Data and Semantic Web technologies such as
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JSON-LD and state-of-the-art technologies for scalable log harvesting. This will allow us to implement fast extrac-
tion pipelines and potentially allow processing of semantic log streams in (near) real-time, based on recent advances
in RDF stream processing technologies [5]. Finally, whereas FORE’s ad-hoc ontologies were designed to illustrate
particular use cases, we aim to develop a modular vocabulary stack that can cover a variety of different log sources.

Another early approach that tackles the problem that manual review of syslog messages is tedious and error prone
is discussed in [30]. The authors apply machine-learning algorithms to detect anomalies in the syslog message stream
through classification and investigate cause-effect hypotheses in large multiple-source event log sets. Automatically
generated word-granular regular expressions for system event logs are used. They consider their approach as an
alternative to expert systems, which require a set of rules that are time-intensive to create and maintain.

A set of publications focuses on log files in connection with web usage mining. Properties of web log data, such
as their format, location, and access rules are discussed in [8]. Another Log Ontology (LO) for web usage mining is
introduced in [18]. In this ontology, ComplexEvents are composed out of AtomEvents, which is similar to the idea of
extracting high-level events from low-level events discussed in this paper.

5. Conclusions

The SEPSES architecture introduced in this paper aims to create a versatile platform for semantic security log analysis
to facilitate effective and efficient security monitoring, auditing, forensics, and incidence response applications.

This platform will support security analysts and complement their human intuition and expertise with machine
interpretation of security-related information. Thereby, we aim to reduce the manual work necessary to connect in-
dividual pieces of information in disparate log sources and support security analyses by contextualizing, integrating,
and linking disparate log information. This will create a semantically explicit, context-rich environment that has the
potential to complement existing intrusion detection techniques and increase the precision of alerts and reduce security
analysts’ ”alert fatigue” due to a large number of false positives they tend to generate.

In this paper, we focused on the foundation of the proposed approach to bring meaning to vast volumes of raw
textual log data, i.e., log vocabularies, log acquisition, and initial extraction. We outlined how we combine state-of-
the-art semantic web and log acquisition technologies and illustrated how the vocabularies provide a foundation for
alignment, integration, and linking to background knowledge. Based on a prototypical implementation and illustrative
examples, we also highlighted how the proposed approach can tackle current challenges in security analysis.

In future work, we will focus on the interpretation of individual events as well as semantic techniques to establish
relations between events and link them to security background knowledge (e.g., vulnerabilities and threat intelligence).
Next, we will investigate scalable approaches for the storage and semantic querying of large log archives. To this end,
we will evaluate big data approaches and scalable linked data querying interfaces and explore architectural options
for scalable semantic log processing infrastructures. Finally, another promising venue for future work on semantic
security monitoring is RDF stream processing.
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